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Insecurity of Mobile and Wireless Networks
Handling of a registration request by a FA.
1. Previous FA releases resources allocated to the MN, e.g. radio bandwidth.
Threat: Traffic redirection attacks Secure route optimization: Establish a secret between an FA and an MN. Use it to authenticate binding updates from the MN to the old FA.
Assumption: It is assumed that most of the time, an FA and an MN don't have a mobility security association (MSA). Weaknesses:
Registration Key
• Vulnerable to the person-in-the-middle attack (must be combined with an authentication procedure).
• Exponentiation of long numbers takes long time.
Using Public Key Infrastructure
Certificate: 
The goal is to increase the number of changing bits for the next step.
3) Production of short-term keys 
Detailed design:
• Tuomas Aura, Cryptographically Generated Addresses (CGA), IETF Securing Neighbor Discovery WG, INTERNET DRAFT, February 2003.
Overview Packet Delivery in Mobility Support for IPv6
• 1) A public and private key pair is generated according to a selected public key encryption algorithm (e.g. RSA).
2) Contributes to statistical uniqueness to the address.
3) Keep rightmost 64 bits of MD5's output.
4) Before usage, collision detection must be performed. 
